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1 | Introduction

C loud native has reached that tricky stage where the basics are familiar, but the work is 
still anything but simple. Kubernetes isn’t some novel bet for organizations anymore. 

Serverless, containers, event-driven systems, and distributed architectures are part of the 
everyday vocabulary now.

Even so, plenty of teams are still asking the same uncomfortable question: Why does 
running all of this well feel so hard?

Part of the answer is scale. A single cluster becomes many, one cloud becomes several. 
Workloads spread across regions, runtime models, and ownership boundaries. The tooling 
grows with the environment, and so do the places where drift, cost, latency, and operational 
confusion can sneak in.

What looked like flexibility at the architecture level can become friction in the day-to-day 
work of keeping systems reliable.

In this Trend Report, we look at the work required to keep cloud-native delivery from 
buckling under its own flexibility. The research gets into the daily tradeoffs teams face 
as clusters spread, services multiply, costs shift, and ownership gets harder to pin down. 
Standards, visibility, automation, and cost discipline all have a role to play, but none of 
them help much on their own. The real work is making the environment easier to reason 
about while it continues to grow.

Our DZone community contributors pick up the thread from the trenches, where “cloud 
native” is less a label than a long list of decisions teams have to live with. They explore 
Kubernetes operations at scale, cloud-native complexity as an operating model problem, 
and practical golden paths for service delivery, self-service, observability, and developer-
friendly defaults.

Cloud-native systems were built for flexibility, and teams are now learning what that costs 
to operate. Strong foundations give all that movement some shape: shared standards, 
clearer ownership, better visibility, and enough discipline to keep complexity from becoming 
the default.  

Happy reading,

DZone Content and Community

 

Editor’s Letter
Welcome to the DZone 2026 Cloud-Native Foundations Trend Report

Your Content and Community team can be found reviewing contributor articles, collaborating 

with Publications authors, engaging DZone’s Core members, and partnering with sponsors to 

deliver valuable, high-quality learning content that keeps global DZone-ians on top of emerging 

technologies, tools, and practices.

dzonestaff  dzone  dzone.com/trendreports       
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2.1 

Key Research  
Findings
An Analysis of Results From DZone’s  
2026 Cloud-Native Foundations Survey

2 | DZone Original Research
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2 | DZone Original Research

C loud-native environments often extend beyond a single runtime or deployment model, 
requiring teams to account for different infrastructure boundaries and workload 

requirements at the same time. DZone’s 2026 research examines how organizations are 
handling that complexity and what it means for software delivery in practice. Across the 
survey, the results show how closely infrastructure architecture, operational practices, and 
software delivery are connected in distributed environments.

Cloud-Native Operations Span Clouds, Clusters, and Runtimes

Multi-cloud Kubernetes was the most common architecture reported (28%), followed 
by hybrid Kubernetes (23%) and multi-cluster Kubernetes within one cloud (19%). 
Another 15% reported a significant mix of Kubernetes and serverless. Primarily serverless 
environments accounted for 3%, while single-cluster Kubernetes stood at 10%.

Kubernetes is clearly central to the current cloud-native footprint, although the surrounding 
environment extends across providers, on-premises infrastructure, serverless runtimes, and 
multiple clusters. A release can cross several infrastructure boundaries between commit and 
production, which makes the architecture relevant well beyond the teams responsible for the 
clusters themselves.

Management practices are less consistent. Twenty-three percent operate multiple clusters 
with no defined management approach, 18% manage clusters manually with limited shared 
tooling, and 25% have centralized visibility and shared tooling but limited policy/lifecycle 
control. More advanced approaches are less common: 17% have centralized policy plus 
automated lifecycle management across clusters, while 8% run a standardized multi-cluster 
platform with guardrails and self-service.

The leading complexity concerns line up with those boundaries. Hybrid and multi-cloud 
connectivity ranked first (48%), followed by multi-cluster application deployment 
and traffic management (45%). Networking complexity reached 34%, and cluster fleet 

management (provisioning, upgrades, drift) 33%.

Application and infrastructure teams encounter different parts 
of the problem. Among software and engineering practitioners, 
53% selected multi-cluster application deployment and traffic 
management. Infrastructure and DevOps respondents gave more 
weight to networking complexity (43%). Those role-level results are 
directional, but the distinction is useful: Developers encounter the 
deployment and runtime behavior of a service, while infrastructure 
teams own many of the paths connecting environments.

Key Research  
Findings
An Analysis of Results From DZone’s  
2026 Cloud-Native Foundations Survey

Source: DZone 2026

manage multiple clusters with 
either no defined approach or 
limited shared tooling.

41%
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2.1 Key Research Findings2 | DZone Original Research

In practice, a failed request may have to be traced through application code, routing, 
policy, storage, or a dependency in another environment. Release sequencing, rollback, and 
incident diagnosis can all depend on infrastructure behavior outside the application team’s 
direct control.

Data-Heavy Workloads Add Operational Constraints

The workload mix changes the engineering requirements. Data stores and databases 
appeared in the top three for 48% of respondents, streaming and real-time data processing 
for 43%, and AI/ML workloads (training and inference) for 42%. Stateless services 
(microservices, APIs) reached 34%.

Databases, stream processors, and AI systems are sensitive to where data lives, how quickly 
it can move, and which compute resources are available. These four areas are especially 
relevant to software teams:

 • Placement and locality. Distance between compute and data 
affects response time, throughput, and network charges.

 • Storage lifecycle. Rescheduling, upgrades, and failover depend 
on how volumes and replicas are handled across failure domains.

 • Recovery behavior. Services need defined behavior when data is 
unavailable, delayed, or restored elsewhere.

 • Capacity. Streaming spikes and accelerator demand require 
scaling signals suited to the workload.

Persistent storage and state management ranked among the leading architectural concerns 
(32%), while 27% selected scaling specialized workloads (e.g., GPUs/AI workloads). A fleet 
carrying databases, streaming pipelines, and accelerator-backed services creates different 
failure and recovery conditions from one dominated by stateless APIs.

Application code absorbs many of the consequences through retry behavior, timeout 
budgets, degraded modes, consistency expectations, and data movement. Those decisions 
have to account for the possibility that preferred placement, capacity, or storage conditions 
will not always be available.

Fragmentation Shows Up in Daily Delivery Work

The strongest productivity finding concerns the path developers use to build and release 
software. Tool sprawl and fragmented workflows led (51%), followed by environment drift 
and inconsistencies (45%), configuration and YAML complexity (42%), slow build/test/
deploy feedback loops (40%), and CI/CD pipeline bottlenecks (36%). Kubernetes skills and 
operational knowledge gaps ranked lower at 29%.

The leading workflow and environment issues ranked above Kubernetes knowledge gaps. A 
developer can understand the underlying platform and still face friction finding the correct 
deployment path, reconciling manifests, interpreting a policy failure, or figuring out why 
staging and production behave differently.

Related developer workflow friction also appeared in DZone’s May 2026 Platform 

Engineering and DevOps research, where limited visibility, difficulty finding standards or 

Databases, streaming 
pipelines, and AI/ML 
workloads create different 
failure and recovery conditions 
from stateless services.

DZone Trend Report September 2026

https://dzone.com/trendreports/platform-engineering-and-devops
https://dzone.com/trendreports/platform-engineering-and-devops


7 | Cloud-Native Foundations

2.1 Key Research Findings2 | DZone Original Research

golden paths, high cognitive load, manual processes, and slow feedback loops all clustered 
around 40%. Our Cloud-Native Foundations survey provides infrastructure context to that 
broader delivery problem. Respondents most often pointed to tool sprawl and environment 
drift, with configuration complexity and pipeline bottlenecks also ranking highly in cloud-
native workflows.

A failed release may require checking the CI system, deployment controller, cluster events, 
policy engine, service mesh, and observability platform. When those systems use different 
identifiers or ownership conventions, developers have to reconstruct one change across 
several views. The maturity results add context here: 25% have centralized visibility and 
shared tooling but limited policy/lifecycle control.

Platform Engineering Helps Reduce Variability 

In these distributed environments, the strongest reported platform engineering outcomes were:

 • Security and policy enforcement at scale (51%)

 • Standardized deployment patterns and templates (49%)

 • Improved reliability and SLO/SLA compliance (48%)

 • Faster onboarding and developer enablement (45%)

Faster release velocity reached 36%, below each of those results. The higher-ranked 
outcomes emphasize repeatability, policy enforcement, and reliability more than delivery 
speed. Standardized deployment patterns can give application teams a more consistent route 
into production, while policy enforcement and reliability practices can reduce variation 
across environments.

The role-level results reinforce that view:

 • Software and engineering practitioners most often selected 
standardized deployment patterns at 60%.

 • Infrastructure and DevOps respondents placed both policy 
enforcement and faster onboarding at 60%.

 • Security and compliance respondents most often reported 
improved reliability and SLO/SLA compliance at 63%.

For developers, the emphasis on standardization and onboarding points toward fewer one-off 
configurations in the delivery path. Platform and operations teams may have fewer patterns 
to support, while security teams can apply controls through more consistent deployment 
practices. Because our survey does not establish which platform practices produced these 
outcomes, the results are best read as signals of where organizations see measurable value.

Cost Exposes Architecture and Utilization Choices

Among the strongest cost pressures reported in the survey were data transfer and 
networking costs (46%), underutilized or idle workloads, especially non-prod (44%), and 
AI/ML compute demand (44%). Duplicate platforms and overlapping tools followed at 
40%, with overprovisioned capacity at 37%. The cost drivers extend across infrastructure 
architecture, resource utilization, compute demand, and tooling.

Platform engineering delivers 
its strongest value through 
standardization, policy 
enforcement, and reliability.

DZone Trend Report September 2026
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2.1 Key Research Findings2 | DZone Original Research

Distribution itself can add expense, particularly when data moves 
across regions or clouds for streaming and other data-intensive 
services. Other costs are tied more closely to how workloads are 
sized and operated. Non-production environments may remain 
active, resource requests can exceed actual demand, or specialized 
capacity may sit underused when demand fluctuates.

For priorities over the next 12 months, respondents most often 
identified workload rightsizing (40%), followed closely by data 

transfer and networking cost optimization (39%) and improvements to autoscaling 
configuration and signals (37%). Strengthening cost visibility tooling was selected by 32%, 
while 29% pointed to increased serverless adoption where it fits.

Application design also influences several of these cost levers. Resource requests, 
autoscaling signals, data access patterns, environment lifetime, and accelerator usage 
are partly determined by how services are built and operated. Software and infrastructure 
choices therefore feed directly into cloud spend, alongside the processes used to track and 
optimize it.

AI-Assisted Operations Focus on Optimization

Respondents most often reported using AI-assisted autoscaling and performance 
optimization (49%), followed by cost anomaly detection and optimization recommendations 
(44%), capacity forecasting and demand planning (40%), deployment risk analysis (37%), 
and workload placement optimization (36%).

Because our survey asked where AI-driven capabilities were actively 
used, these results measure adoption rather than effectiveness. 
They show AI being applied to forecasting demand, tuning resource 
behavior, evaluating deployment risk, and recommending changes 
based on operational data; they do not establish whether those 
approaches outperform conventional automation.

Those capabilities also depend on the quality of the operational 
information available to them. Automated scaling or placement 
decisions require reliable telemetry, and teams need enough 
context to understand what happened when system behavior differs 
from expectations.

Investment Priorities Cut Across the Cloud-Native Stack

Looking ahead 12 months, 46% of respondents placed AI-driven operations and automation 
among their top investment priorities. AI infrastructure and security/compliance each stood 
at 42%, followed by cost optimization and FinOps tooling/practices (40%), observability and 
incident response tooling (36%), platform engineering tooling (35%), and Kubernetes fleet/
platform operations (31%).

The investment pattern reflects the range of operational demands identified throughout 
our research. Respondents pointed to planned investment across automation, security, cost 
management, observability, platform capabilities, and infrastructure operations, rather than 
concentrating on a single layer of the cloud-native stack.

Source: DZone 2026

selected AI-assisted autoscaling 
and performance optimization 
as a top capability.

49%

Cloud costs are tied to choices 
around data movement, resource 
sizing, and scaling behavior.
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2.1 Key Research Findings2 | DZone Original Research

Across the findings, distributed environments connect architecture, application behavior, 
developer workflows, and infrastructure operations. Services have to move through 
deployment paths, recover from failures, scale against changing demand, and expose 
enough context for teams to understand performance and cost. The research shows planned 
investment across those areas alongside the consistency, visibility, and cost pressures 
respondents identified elsewhere in the survey.

Many organizations already operate across clouds, clusters, and runtimes, and the findings 
show how closely day-to-day software delivery is tied to deployment consistency, cross-
environment visibility, and the performance and cost effects of distributed infrastructure. 

DZone Trend Report September 2026
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Operating the Distributed 
Cloud-Native Stack

CLOUD-NATIVE ARCHITECTURES SPAN ENVIRONMENTS

Services can pass through several infrastructure boundaries on the way to production.  

Each boundary introduces another point where con�guration, connectivity, and policy can affect delivery.

Which architectural model best describes your organization’s cloud-native environment?

Cloud-native environments stretch across clusters, clouds, runtimes, and workload types. As that footprint grows more 
varied, teams have to manage delivery, reliability, cost, and automation across more operational boundaries.

have multi-cloud, 

hybrid, or multi-

cluster Kubernetes 

environments

69%

Multi-cloud Kubernetes (clusters across multiple clouds)

Hybrid Kubernetes (on-prem and cloud)

Multi-cluster Kubernetes in a single cloud

Mixed Kubernetes and serverless (both are signi�cant)

Single Kubernetes cluster

Modernization in progress (target state still evolving)

Primarily serverless (little/no Kubernetes)

28%

23%

19%

15%

10%

5%

3%

MULTI-CLUSTER MATURITY VARIES BY ORGANIZATION SIZE

Multi-cluster environments create coordination demands across visibility, policy, upgrades, drift, 

and lifecycle management that are dif�cult to address through isolated cluster-level processes.

How mature is your organization’s multi-cluster management strategy? 

Among respondents operating multiple clusters, consolidated into maturity stages

Early stage: no de�ned approach or manual 
management with limited shared tooling

Developing: centralized visibility/shared 
tooling, limited policy/lifecycle control

Advanced: centralized policy and automated 
lifecycle management or standardized platform

<100 employees

100+ employees

36% 29% 35%

59% 25% 16%
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Event-driven workloads

WORKLOAD PRIORITIES EXTEND 

BEYOND STATELESS SERVICES

Application pro�les have distinct 

placement, storage, recovery, and capacity 

requirements, all of which shape how the 

underlying platform is operated.

Which workload types are most important 

for your organization to run in cloud-

native environments? 

Ranked in top 3

Stateful application 

services

Modernized legacy 

applications (re-

platformed containers)

Batch processing and 

scheduled jobs

Stateless services 

(microservices, APIs)

Streaming and real-time 

data processing

Data stores and databases

AI/ML workloads (training 

and inference)

Edge or distributed/

remote workloads

48%

43%

42%

34%

32%

29%

26%

26%

22%

Standardized deployment patterns and templates

Faster onboarding and developer enablement

Reduced operational toil for teams

Security and policy enforcement at scale

Improved reliability and SLO/SLA compliance

Better cost visibility and allocation

Faster release velocity

21%

16%

15%

14%

13%

13%

10%

PLATFORM ENGINEERING LINKS DEVELOPER ENABLEMENT  

AND OPERATIONS

A common operational layer turns recurring infrastructure work into reusable 

capabilities. Teams can apply established delivery paths and controls across 

services without rebuilding the same foundations each time.

Where is platform engineering delivering  

the most measurable value for your organization? 

Ranked #1

EXPERIENCE SHAPES CLOUD COST CONCERNS

Cloud spend re�ects the cumulative effect of architecture, resource, 

and tooling decisions. Inef�ciencies in any one area can become more 

consequential as environments grow in scale and complexity.

What factors primarily drive cloud-native cost growth in your organization? 

Ranked in top 3, by professional experience

<10 10+ years of experience

Underutilized or idle 
workloads (especially 
non-prod)

Data transfer and 
networking costs

Duplicate platforms 
and overlapping tools

10%0% 20% 30% 40% 50% 60%
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Which AI-driven capabilities are most actively used to manage and optimize your organization’s cloud-native infrastructure? 

Ranked #1

AI-ASSISTED OPERATIONS SUPPORT CORE INFRASTRUCTURE WORKFLOWS

AIOps uses operational data to improve how teams understand changing conditions and make infrastructure decisions.  

Reliable telemetry can help distinguish meaningful changes from routine variation.

22%

15%

13%

12%

12%

11%

10%

8%

AI-assisted autoscaling and performance optimization

Workload placement optimization

Drift detection and compliance automation (optionally AI-assisted)

Capacity forecasting and demand planning

Deployment risk analysis

Root-cause analysis assistance

Cost anomaly detection and optimization recommendations

Alert correlation and noise reduction

CONCLUSION 

Cloud-native environments are broad, distributed, and difficult to coordinate. 
Stronger standards, better cost and operational visibility, and more effective 
automation can help teams manage that complexity as their infrastructure scales.

In which areas do you believe your organization will increase cloud-native investment the most over the next 12 months? 

Ranked in top 3, by organization size

INVESTMENT PRIORITIES DIFFER BY ORGANIZATION SIZE

Cloud-native growth puts added demands on the systems and practices behind day-to-day operations. The operating model has to 

support scalability, a broader workload mix, and higher levels of automation.

of #1 AIOps selections 

centered on resource 

management, across 

day-to-day infrastructure 

optimization and future 

capacity planning

49%

Security and compliance

<100 100+ employees

Platform engineering tooling AI infrastructureCost optimization and FinOps 
tooling/practices

37%49% 45%33% 45%38%31%41%
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Partner Case Study

Bitso
Bitso Scaled Delivery With Coding Agents  
and Cut Change Failure Rate by 83%

Overview

-  Financial services

-  250+ engineers

-  Mexico City, Mexico

Solutions Used

Signadot, Neon, Apache Kafka

Primary Outcome

Cut open-to-deploy time by 62% and more than doubled deploy frequency while reducing 

its change failure rate by 83%

 ≥ Read the full case study

Bitso is Latin America’s leading digital financial services group, serving over 10 million 
customers and processing more than $80B in annual transaction volume through its B2B 
arm alone. Its platform runs on 200+ Java Spring Boot microservices communicating over 
gRPC, backed by roughly 100 PostgreSQL databases, 20+ Redis caches, and asynchronous 
messaging across Apache Kafka, Amazon SQS, and Redis Streams.

More than 250 engineers and their coding agents ship to this system daily. Validating each 
change against the reality of that stack is critical to continuing to innovate while processing 
transaction volume at this scale.

Challenges

Bitso validated changes in four shared non-production environments. As the company 
grew, pull request (PR) volume climbed and contention in those environments became the 
bottleneck: One broken change on the shared development branch blocked every team. A 
homegrown preview-environment system tried to fix this by replicating the full stack per 
PR, but at Bitso’s scale it was slow and expensive.

Then coding agents increased per-developer PR output by 60%, adding to the bottleneck.

 • Shared staging was “constantly broken”; a single bad change blocked everyone.

 • Full-stack preview environments per PR could not scale to 200+ services and 100 databases.

 • Code validated in staging never matched production artifacts, and mocked dependencies 
did not reflect real system behavior.

In partnership with

DZone Trend Report September 2026
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Partner Case Study Bitso

Solution

Bitso adopted Signadot to replace full-stack duplication with lightweight, per-PR 
sandboxes. Each sandbox forks only the services a PR changes, while request routing 
keys send test traffic through those forks and back into a single shared set of stable 
dependencies. Under its RISE initiative (Robust Isolated Staging Environment), Bitso paired 
Signadot with Neon to branch Postgres instantly, giving every PR an isolated data layer.

The same model extends to the inner loop. With Signadot’s local development capabilities, 
an engineer or coding agent runs the service being changed locally and connects to the 
staging cluster for every other dependency, without the sidecar overhead or deployment 
restarts Bitso had with Telepresence.

An agent gets the same routing keys and isolation model that drive per-PR validation in CI, 
so it can validate against production-like dependencies as it writes, before a PR is opened.

 • Every PR gets an isolated environment in seconds, without duplicating the stack.

 • Tests run against the same production artifacts and real dependencies, not mocks.

 • Every affected service in a PR receives a sandbox automatically, and integration tests or 
custom agent skills validate its behavior.

 • More agent-generated work arrives already validated, so engineers spend less time 
confirming what the agent could have confirmed itself.

Results

With per-PR sandboxes and agent validation moved into the 
inner loop, Bitso more than doubled deployments while incidents 
dropped across every severity level, and it:

 • Cut open-to-deploy time by 62%, from 12.1 days to 4.6 days

 • Increased deploy frequency 2.1x, from 664 to 1,400 deploys  
per week

 • Reduced change failure rate by 83%, from 5.2% to 0.9% 

Signadot has been key in our 
strategy to provide a faster, 
better, and more secure 
pipeline for our projects.

Marcus Tavares

Staff Software Engineer 

Bitso

DZone Trend Report September 2026
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3.1

Kubernetes Operations 
Playbook
The Essentials for Keeping Scale, Complexity,  
and Drift Under Control

Abhishek Gupta
Product Manager

at Microsoft

Abhishek is a product manager at Microsoft. Over the course of his 

career, he has worn multiple hats, including engineering, consulting, 

and product management. Most of his work has revolved around open-

source technologies, including distributed data systems and cloud-native 

application development platforms. He is also an open source contributor, 

speaker, and author.

CORE

 abhirockzz 

 abhirockzz

 abhirockzz.github.io
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Kubernetes Operations Playbook
The Essentials for Keeping Scale, Complexity,  
and Drift Under Control

K ubernetes environments can drift, accumulate one-off fixes, and diverge across teams 
until a routine deploy breaks or a cost spike forces a review. This checklist gives 

platform, SRE, and engineering teams a way to keep clusters, deployments, and automation 
manageable as Kubernetes operations scale and teams grow. It covers standards, 
observability, releases, access, drift, and cost. Review it before promoting a service to 
production and revisit it as your environments shift.

Cluster Standards and Environment Discipline

Most teams run more than one Kubernetes cluster, and those clusters diverge over time as 
they are upgraded and modified independently. At that point, a fix or runbook that works 
on one cluster can’t be trusted to work on another. Keeping the fleet operable requires 
every cluster to run a supported Kubernetes version and follow the same approved platform 
settings and policies. 

 O Document centrally controlled settings (e.g., Kubernetes versions, networking, 

admission policies) separately from service-team settings (e.g., pod resource 

requests, autoscaling, ConfigMaps)

 O Standardize namespace, labeling, and resource-quota conventions so workloads are 

identified and bounded consistently across clusters

 O Maintain each cluster’s baseline configuration in version control; use reconciliation 

to apply it and correct untracked changes

 O Maintain an approved Kubernetes version range across environments; track clusters 

against this range and upgrade it before its current version reaches end of support

 O Record any cluster setting that differs from the standard baseline, including the 

justification, approver, expiry date, and whether it must be restored or reapproved

Control Area What to Standardize Minimum Evidence

Kubernetes version Supported version range and 

upgrade cadence

Version inventory showing  

every cluster within the 

supported range

Cluster baseline Networking, ingress,  

and baseline policies

Declarative config in version 

control, reconciled to live state

DZone Trend Report September 2026
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Control Area What to Standardize Minimum Evidence

Namespaces and quotas Naming, labels, and resource 

quotas

Quota and label audit across 

clusters

Exceptions Approved deviations  

from baseline

Record of approved deviations 

with justification and expiry date 

 
Deployment Consistency and Release Safety

Kubernetes makes it easy to ship a change to production several ways: a CI/CD pipeline, a 
Helm upgrade run by hand, or a kubectl apply straight from a laptop. Each runs different 
checks, but the manual ones skip the tests and approvals that a pipeline would enforce. A 
repeatable release path applies the same gates every time and provides a reliable way to 
recover when a deployment fails. 

 O Require every service to follow the same approved deployment path from  

commit to production, with consistent release steps and controls across teams  

and environments

 O Promote the same versioned, immutable artifact through every environment without 

rebuilding it at each stage

 O Require every change to clear the same automated gates (e.g., tests, policy checks, 

health checks) before reaching production

 O Roll out production changes in stages (e.g., canary release, percentage-based traffic 

shift); automatically stop or roll back when predefined health criteria are not met

 O For every production change, require a rollback, feature disablement, or recovery 

path that has been tested before release

 O For each deployment, assign an owner accountable for monitoring it through 

release and triggering rollback on failure

 O Record every production deployment with its artifact version, approver, and 

timestamp so the active release stays auditable

Observability and Operational Readiness

A Kubernetes cluster keeps workloads running by restarting and rescheduling them, 
so a service can keep failing without the failure ever becoming obvious. A pod stuck in 
CrashLoopBackOff or failing its readiness probe can remain unhealthy for hours, and if it 
emits no metrics or logs of its own, there’s nothing to tell you what went wrong. Catching 
that early depends on each service surfacing its own signals rather than waiting for the 
cluster to show something is wrong. 

DZone Trend Report September 2026
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 O Require every new service to ship with a minimum observability baseline 

before production: metrics, structured logs, traces, and liveness and  

readiness probes

 O Define service health signals (e.g., latency, traffic, errors, saturation), each with 

a threshold and assigned team that responds when it is breached

 O Standardize structured logging and trace context so a request can be 

followed end to end

 O Route every alert to an on-call rotation or runbook; retire alerts no one acts on

 O Maintain a quarterly reviewed runbook for each service, including known 

failure modes, escalation contacts, and recovery steps

 O Set minimum retention periods for metrics, logs, and traces, with 

documented justification and explicit approval for shorter retention periods

 O Run a post-incident review after every major outage; apply findings to update 

runbooks, alerts, and service baselines

Access Controls and Automation Guardrails

A Kubernetes cluster usually serves many teams and workloads through a single shared 
control plane. A role with too much access, for example, can affect them all at once. And 
when the credential is shared, there’s no way to tell later who actually made the change. 
Access that stays narrow and tied to a single identity keeps a mistake or a compromised 
account from impacting the whole cluster. 

 O Use namespace-scoped RBAC roles with only the required permissions;  

grant cluster-wide administrator access only through logged, justified, time-

limited exceptions

 O Give each automation its own scoped service account so automated and 

privileged actions trace to a distinct identity instead of shared credentials

 O Reserve break-glass access for emergency production changes, with time 

limits and post-use review

 O Use admission policies to reject workloads with unsigned images, privileged 

containers, or settings barred by platform standards

 O Record the actor, target, and timestamp for every privileged or automated 

action in the Kubernetes audit log; regularly review for activity that does not 

match an approved change or access request

 O Use short-lived, automatically rotated ServiceAccount tokens for workloads; 

revoke credentials and RBAC bindings when a person, workload, or automated 

process is decommissioned

DZone Trend Report September 2026



21 | Cloud-Native Foundations

3 | From the Community 3.1 Kubernetes Operations Playbook

Drift and Failure Management

Over time, a Kubernetes cluster’s live state can drift from the configuration stored in version 
control. This could be due to a hotfix applied directly to a live resource during an incident 
or an incomplete rollout that leaves the cluster partially updated. If those differences are 
not fixed, a subsequent deployment may conflict with the live state or overwrite a manual 
change, and version control may no longer accurately reflect what is running in the cluster. 

 O Use automated checks to compare live cluster state with the version-controlled 

baseline at defined intervals; record each mismatch and notify the team 

responsible for the affected resource

 O Set risk-based remediation deadlines for detected drift, requiring teams to 

restore the baseline or approve a time-limited exception for the changed 

configuration before the deadline

 O Log every manual production change and resolve it within a defined period by 

updating the baseline or reverting the live resource to its declared state

 O Set an SLO and error budget for each service, identify the team tracking 

budget use, and pause feature work to prioritize reliability fixes when the 

budget is exhausted

 O Run root-cause reviews for recurring failures and apply findings to update 

baselines, policies, and admission checks instead of patching each instance

 O Test failure scenarios (e.g., pod disruption, node loss, dependency outages) on a 

defined schedule, confirm services recover as expected, and track remediation 

for any gaps

Example Drift Pattern What Usually Reveals It

Manual live-resource change Reconciliation diff against declared state

Version or baseline skew Scheduled cluster inventory audit

Expired break-glass fix Exception register entry past its window

Repeated failure patched one service at a time Same root cause across incident reviews

Cost Awareness and Resource Discipline

In Kubernetes, resource requests for CPU and memory determine how much cluster capacity 
is reserved for a workload. Teams may size these requests for peak demand and leave them 
unchanged even when normal usage is much lower. Across many workloads, this unused 
capacity adds up and can cause the cluster to run more nodes than actual demand requires, 
increasing infrastructure costs.
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 O Set CPU and memory requests based on representative usage data; set limits 

where appropriate based on workload behavior and reliability requirements

 O Review workloads whose requests exceed observed use by a defined threshold, 

accounting for traffic patterns and reliability needs

 O Require cost-allocation labels for each workload by team and namespace; 

correct unallocated spend and missing or inaccurate labels

 O Reclaim idle and orphaned resources (e.g., unused volumes, stale namespaces, 

oversized nodes) on a monthly cadence

 O Set autoscaling thresholds based on demand and reliability requirements; 

periodically review settings that fall outside the approved range

 O Regularly review sustained overprovisioning or low utilization; reduce excess 

capacity or record why it must be retained when avoidable cost exceeds a set 

threshold

Closing

Run this checklist before a service enters production and at regular intervals afterward. 
Repeat it when clusters are upgraded, team responsibilities change, or services are added or 
retired. Resolve failed checks and revisit approved exceptions before they expire. Unresolved 
configuration drift can accumulate across environments until teams begin to treat it as the 
intended baseline. 
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Cloud Complexity Is an  
Operating Model Problem
Why Infrastructure Maturity Alone Can’t  
Solve Scale, Reliability, and Team Friction

A fter a few years of operating a shared Kubernetes environment, the shift in the center 
of gravity becomes clear. Cluster provisioning, container scheduling, and upgrades 

become routine, yet releases still stall over ownership, access, telemetry, and cost allocation.

Consider a hypothetical product team adding a stateful order-processing service to a shared 
platform. The service has an API, a worker, database migrations, and a data store backed 
by cluster-managed persistent storage, and it must run in staging and production. We will 
follow that service through its delivery path to examine where mature infrastructure stops 
helping, how local workflow differences compound, and which operating model decisions 
restore consistency without stripping teams of useful autonomy.

When Infrastructure Maturity Stops Solving the Hard Part 

At first glance, onboarding the service should be routine. The cluster exists, the CI system can 
build an image, and infrastructure as code can create the namespace. Then the service reaches 
production and encounters a different StorageClass, quota profile, network policy, or service 
account configuration from staging.

Each difference may be valid, but the delivery workflow didn’t surface the environment 
contract early enough. This is the practical limit of infrastructure maturity. Reliable clusters 
provide capable building blocks, while reliable delivery also requires a shared agreement 
about how teams use those blocks, what evidence a release produces, where exceptions go, 
and who owns the outcome.

How Cloud Complexity Starts to Compound

Follow the service through one release and the pattern becomes clearer:

 • The same components use inconsistent service and environment identifiers across logs and traces.

 • Ownership labels exist in one cluster but not the other.

 • The team copies a pipeline because the shared template cannot sequence migrations.

 • Production access and policy exceptions move through separate ticket queues.

The operational cost shows up in the manual coordination required before each deployment. 
An engineer has to reconstruct which rules apply every time. During an incident, responders 
can’t move cleanly from an alert to the owning team, deployment record, runbook, and 
cost center. Finance sees shared-cluster spend that cannot be attributed reliably, while the 
security team receives evidence in different formats.
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OpenTelemetry semantic conventions and FinOps allocation practices rely on consistent 
service, environment, and allocation metadata, so local naming schemes undercut the value 
of the underlying tools. As the same pattern spreads across clusters and cloud accounts, 
small differences become a persistent operating burden.

Operating Models Set the Terms of Scale

The operating model decides who turns those building blocks into a usable delivery system. 
For our example, the product team owns the order domain, data model, migration safety, 
scaling behavior, SLOs, and on-call response. The platform team owns the interface through 
which the service receives a namespace, workload identity, baseline policy, deployment 
workflow, and telemetry defaults. Security, SRE, and FinOps teams contribute requirements 
and review the evidence that the workflow produces. This split keeps service-specific 
decisions close to the people who understand them while centralizing cross-cutting 
capabilities that every team would otherwise rebuild.

CNCF’s platform guidance makes an important distinction here: 
A platform team is responsible for the interfaces and experience 
around shared capabilities, even when another team or provider 
operates the backing service. In practice, a mature platform offers 
versioned workflows, clear support boundaries, self-service for 
common requests, and feedback loops based on real usage. In this 
way, the platform team is an enabler of consistency rather than the 
operator of every component.

RESPONSIBILITY BOUNDARIES AROUND THE DELIVERY PATH

Operate Responsibility
Staging and Production

Kubernetes Environments

Build Responsibility
Product Team

code, data model, SLOs, on-call

Contract (Handoff)  
Responsibility

Versioned Platform Contract 
template, identity, policy, telemetry,  

and release evidence

Security, SRE, and FinOps
requirements and feedback

Operational Feedback 
(observability, cost, reliability, security)

Governance and Feedback Loop

Requirements 

(in�uence)

The platform team is  
an enabler of consistency 
rather than the operator  
of every component
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Standardization, Autonomy, and Shared Operating Logic

The defensible baseline is narrower than a universal application architecture. For this 
service, shared standards should cover:

 • Service and environment identity

 • Workload identity and minimum network policy

 • Resource requests, quota expectations, and cost-allocation metadata

 • Release evidence, rollback behavior, and minimum telemetry

These rules belong in the shared workflow because inconsistency affects other teams and 
complicates incident response, security, and cost allocation. The product team still chooses 
its schema, partitioning strategy, cache design, scaling thresholds, and release timing, and 
defines SLOs around the behavior users experience.

The stateful workload then tests that boundary. A default pipeline built for stateless HTTP 
services may need a supported hook for migrations and worker rollout. An overly broad 
standard becomes an approval layer or bottleneck, while an overly narrow one leaves every team 
maintaining its own release and recovery logic. A bounded extension with an owner, tests, 
constraints, and review date preserves autonomy without creating an unsupported parallel system.

Why Team Friction Turns Into a Scaling Tax

Weaknesses in the operating model become most visible in the friction between teams. If 
a developer must request a namespace, ask another team for credentials, copy a pipeline, 
and find a production approver, the architecture may be automated while delivery remains 
ticket-driven. Each handoff adds queue time and loses context.

Adding a portal without changing that path gives the developer one more place to check. 
Effective self-service completes the request, applies policy, records the change, and returns 
a clear support path. To see whether self-service is reducing friction, track metrics like 
request-to-environment time, time to first production deployment, exception rate, support 
demand, and failed-deployment recovery time.

CNCF recommends tracking fulfillment and new-service delivery latency; DORA advises 
applying delivery metrics in the context of a specific service. Together, these measures show 
whether the workflow reduced coordination overhead or moved it to another queue.

When Control Models Backfire

The order-processing service example exposes two ways the control model can fail:

 • Overly rigid standardization. A workflow designed only for stateless services forces the 
team to create a separate migration path, fragmenting release evidence.

 • Unbounded local variation. Unrestricted cluster access allows identity, policy, and 
resource controls to drift between teams.

The scalable approach pairs a narrow baseline, enforced through mechanisms like admission 
policies, with a documented extension path for legitimate workload-specific behavior, 
keeping the standard credible without turning each exception into a permanent fork.
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OPERATING ASSUMPTIONS THAT FAIL AT SCALE

Old Assumption Why It Breaks Operating Model Replacement

Healthy clusters make a 

workload portable

Storage, identity, policy, 

and quota profiles differ by 

environment

Versioned environment 

contract with a shared 

baseline

One shared pipeline can serve 

every workload

Stateful rollout and migration 

steps don’t fit the default 

sequence

Core workflow with bounded, 

tested hooks

A portal provides self-service Tickets and manual approvals 

remain behind the interface

Workflow that provisions, 

enforces policy, and records 

evidence

Local conventions remain 

harmless when teams own 

their services

Metadata and controls drift 

across services

Small enforced baseline with 

governed exceptions

Making Cloud Complexity More Manageable

To begin, you don’t need to redesign your entire platform. You can trace one representative 
delivery workflow and find where coordination breaks. For the order-processing service 
example, map the path from repository creation to production, including owners, queues, 
controls, evidence, and exceptions. Improvements should then be tested through adoption 
and outcomes such as lead time, failed-deployment recovery time, support demand, 
exception volume, and cost-attribution coverage. This sequence shows whether the platform 
is reducing operational variation for real workloads before the model expands to more teams 
and environments. 
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Building a Practical  
Cloud-Native Golden Path 
A Guide to Kubernetes-Based Service Delivery, Self-Service,  
and Developer-Friendly Defaults

E very engineering organization that I have worked with eventually faces the same 
issue, which is that each team ships services differently. One team used Helm, another 

wrote raw manifests, and a third would have built a custom Bash script. As these different 
approaches accumulate, the supporting deployment steps often end up scattered across 
multiple Wiki pages that quickly go stale. New engineers then spend their first two weeks 
copying configuration values from an old repository and hoping they still work.

A golden path fixes this without turning the platform team into a gatekeeper. It provides 
users with a standardized workflow for the shortest and most obvious route from a fresh 
repo to a production workload. This guide walks you through designing a minimum viable 
golden path, where guardrails belong, and how to keep it useful after v1.

Choose the First Golden Path 

Start with one workflow to standardize first; the strongest candidate is usually the workflow 
your teams ship most often, or one that teams experience the most friction with. In many 
organizations, that workflow is a stateless HTTP service exposing a REST or gRPC API 
endpoint, deployed to Kubernetes and owned by one application team. For this walkthrough, 
we will use orders-api, a stateless HTTP service on Kubernetes, as our reference throughout 
this article.

The intended users are application developers, not platform 
engineers — those who create the golden path itself. The path 
starts with a create-service command in a CLI or a form in 
an internal developer portal. It should end when the service is 
running in production with logs, metrics, ownership, and on-call 
rotation attached.

Keep the first version deliberately narrow. A workload that needs 
GPU nodes, a queue-driven scaling model, or a stateful sidecar can 
wait. Trying to capture every exception at the beginning turns a 
practical delivery path into a long platform program.

A golden path’s success criteria are qualitative, not quantitative. Analyze the first release 
by user adoption and experience. Are teams using standardized workflows instead of 
copying an old repository? Can a new engineer understand the end-to-end deployment 
process without asking around? Are on-call handoffs easier because services have the 
same operational shape? The answers to these questions matter more than looking at any 
adoption numbers displayed on a dashboard in the first few months.

Trying to capture  
every exception at the 
beginning turns a practical 
delivery path into a long 
platform program
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GOLDEN PATH REFERENCE FLOW WITH STAGE OWNERSHIP

CLI / portal / 

 template repo

Dockerfile, manifests,  

CI pipeline, base image

build → scan → sign → 

staging → canary → prod

Kubernetes namespace, 

quotas, ingress, TLS

logs, metrics, traces,  

alerts, runbook, on-call

Entry Point
Template  

and Defaults
Deployment Path

Runtime 
Environment

Observability  
and Guardrails

Ownership: Developer Platform Automated

Define What the Path Standardizes

A golden path is a curated set of decisions that are made once and reused consistently 
across services:

 • The workload template should provide a Dockerfile, fully maintained base image, 
Kubernetes manifests, probes, resource requests and limits, a Pod Disruption Budget 
(PDB), autoscaling defaults, and consistent labels.

 • The delivery pipeline should build, test, scan, sign, and publish the image.

 • The platform defaults should include namespace rules, quotas, network policies, ingress, 
TLS, logging, metrics, tracing, and basic alerts. 

The path should not own product decisions; teams will still choose their language, 
framework, business logic, schema, feature flags, test strategy, and service-specific 
objectives. This boundary is very important. If we over-standardize, developers will work 
around the platform, and if we under-standardize, every instance will start with a different 
set of commands and dashboards. Also make sure the path is easy to find. One internal 
documentation page, one command, and one entry in the developer portal are enough. If a 
developer has to ask which template to use, the path has already failed and created friction.

The below table shows the differences between shared standards the path owns and 
decisions each service team owns.

SHARED STANDARDS VS. TEAM-OWNED DECISIONS

Shared Standard Team Decision

Dockerfile, base image, patching cadence Language and framework choice

Deployment manifests, probes, resource 

requests/limits, PDB, Horizontal Pod Autoscaler

Business logic, schema, feature flags

Build, test, scan, sign, and publish pipeline Test suites specific to the service

Namespaces, quotas, network policies, ingress, 

and TLS defaults

Non-standard scaling (queue-driven consumers, 

GPU jobs)

Logging, metrics, tracing, and alerting defaults Business-specific dashboards and SLOs
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Turn Common Requests Into Self-Service Actions

Once the path is created and available to users, review the top 10 tickets your platform 
team receives. Look for repeated requests such as creating namespaces, adding a database, 
registering a DNS name, rotating a secret, or creating another environment. These are 
all good candidates because the desired outcome is already understood, and the steps are 
mostly predictable.

For the Orders API golden path, the platform team can provide the following self-service 
actions and apply guardrails based on the risk from each change:

 • Fully automated. These actions are reversible and have a limited blast radius. Creating 
a development namespace for orders-api, spinning up a preview environment on a PR, 
or rotating a non-production secret happens on demand without a human involved to 
review.

 • Light review. Actions that change cost, security exposure, or shared infrastructure should 
require a light review. Provisioning production Postgres for orders-api opens a pre-filled 
change request that needs one approval. A new public DNS record on a shared domain is 
reviewed through a one-click approval on a pre-filled PR.

 • Approval mechanism. Every self-service action generates a PR against a config repo, 
pre-fills the values, tags the reviewer, and merges on approval. The change flows through 
the same pipeline as code, and every action leaves an audit trail because it’s a git commit.

The self-service interface should offer supported choices instead of exposing raw cloud 
APIs. For example, allowing every team to choose any PostgreSQL version, instance 
class, or backup schedule can leave the platform team operating 30 different database 
configurations. A better approach is to provide a small, opinionated set of options such 
as small, medium, and large. This gives developers enough flexibility while keeping the 
operational model understandable.

For our Orders API, the developer-facing configuration can stay small: 

# svc.yaml

 name: orders-api

 owner: team-orders

 tier: standard     # small | standard | high

 runtime: http

 dependencies:

   - kind: postgres

  size: small     # opinionated preset, not raw config

 on_call: orders-oncall

The configuration captures the developer’s intent, while the golden path translates 
each request into an approved action with the right guardrail and a clear record of what 
happened. The table on the next page shows how this works for the Orders API.
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ORDERS API SELF-SERVICE ACTIONS, GUARDRAILS, AND EVIDENCE

Step Self-Service Action Guardrail Evidence

Create service Run svc new via CLI or 

submit a portal form

Template pinned to  

current version; namespace 

quotas applied

Repository created 

with owner metadata; 

entry in service catalog

Add 

dependency

Pick from opinionated 

list (small/medium/

large DB)

One-click PR review for 

prod-tier resources

Merged PR against 

config repo with 

reviewer name

Deploy to prod Merge to main  

triggers promotion

Progressive rollout with 

auto-rollback on error/

latency signals

Deployment record 

with canary metrics 

and rollback status

Rotate secret Run 

svc rotate-secret

New version issued; old 

version revoked after  

grace window

Audit log entry linked  

to requester

Create a Consistent Path From Code to Deployment

Every service on the golden path should follow the same basic stages: PR → merge to main → 
staging → production. The exact tooling can vary, but the meaning of each stage should not.

 • At the PR stage, CI runs unit tests, linting, the container build, and security checks. Produce 
an immutable image tagged with the commit identifier, but do not deploy it to production.

 • On merge to main, the same image is promoted to staging automatically. Rebuilding at each 
stage creates uncertainty because the artifact tested is no longer guaranteed to be the artifact 
released. Run integration and smoke tests in this stage.

 • Promoting the image to production reveals the delivery guardrails. Start with a small traffic 
percentage (5-10%), monitor health signals, and increase traffic to 25%, then 100%. Roll 
back automatically when error rate, latency, or probe failures cross agreed thresholds.

A developer should not have to recreate this logic in every repository — it should be baked into 
the deployment tooling.

A failed orders-api canary would look like this end to end:

1. The pipeline promotes the new image to 5% of production pods.

2. The error rate for the /orders endpoint rises sharply during the observation window.

3. The deployment controller restores the previous image and drains the new pods based on 
the rollback threshold.

4. The pipeline posts a message in the orders-oncall service channel with a link to the 
failing dashboard and offending commit identifier (SHA).

5. An incident record is created automatically only when rollback fails or the service 
remains unhealthy.
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Teams may skip a stage for a documented case (e.g., configuration-only change), but the 
exception should be an explicit setting with an owner, not an informal workaround.

# pipeline stages (pseudo)

 on_pr:      [test, lint, build, scan, sign]

 on_merge:   [promote_to_staging, integration-tests]

 on_green:   [canary-5, wait-signals, canary-25, wait-signals, full-rollout]

 On_regress: [auto-rollback, notify-oncall, record-failure, open-incident]

Observability and Day-1 Operational Defaults

Even if its pods are running, a service is not ready until the owning team can determine 
whether it is healthy and knows what action to take when it is not. The golden path should 
therefore create the minimum operational surface at the same time as the service. The template 
includes the below list on day one:

 O Structured logs to the central log store, with request ID and trace identifiers

 O Request rate, error rate, latency percentiles, and saturation metrics

 O Distributed traces with a platform-managed sampling default

 O A standard dashboard created from the service name

 O Alerts for high errors, high latency, restart loops, and resource pressure

 O Liveness and readiness checks connected to a health endpoint

Ownership should also be captured during service creation. Ask for the team, on-call rotation, 
and support channel, then reuse those values in alert routing, the service catalog, and the 
runbook. Generate a simple runbook with sections dedicated to common failures such as stalled 
deployments, elevated errors, and pod eviction. A partially completed runbook with a familiar 
structure is far more useful than a blank page, and consistency here pays off during an incident.

Keep the Golden Path Useful Over Time

Exceptions are inevitable, so record the failure reason, owner, and expiry date rather than 
letting the exception become a permanent member. At review time, either the service returns to 
the path or the platform team decides the pattern is common enough to support.

Treat templates and defaults like product code: review changes, version them, and provide a 
propagation method. When a base image or manifest default changes, open a change against 
each service instead of relying on teams to notice a document update. Silent drift is one of the 
fastest ways to lose developer trust in the path.
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Track a small set of signals such as the time from service creation to first production 
deployment, template version distribution, open exceptions, and the percentage of new services 
created through the path. Pair those numbers with developer feedback. A slow step that teams 
repeatedly bypass tells you where the next path improvement belongs.

A new template version without a propagation plan becomes a fork. Extend the path when a 
pattern is used by three or more teams, but keep it narrow while it is still one team’s edge case.

# template bump propagation (pseudo)

 on template_release(new_version):

   for svc in services_on_path():

  open_pr(svc,

         bump_template = new_version,

          auto_merge = svc.opts.auto_bump,

          reviewer   = svc.owner)

Making the Golden Path Useful in Practice

A golden path succeeds when it is easier to follow than to work around. Start with one common 
workflow, standardize what is shared, and leave product choices with the service team. Make 
routine actions self-service, place checks in the delivery flow, and include observability from the 
first deployment. Usage signals can then inform future improvements to the path. A small path 
that ships, earns trust, and changes steadily will have a greater impact on engineering speed 
than a broad platform program that remains unfinished. 

ADDITIONAL RESOURCES
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Solutions Directory
Tools to assist with operating cloud-native infrastructure,  
platforms, and distributed applications at scale

This directory provides a curated list of widely used cloud-native 

systems and infrastructure solutions, limited to free-to-access entry 

models. Information is sourced from official product documentation 

and project repositories. Inclusion is based on standardized signals, 

including industry prominence, adoption and ecosystem traction, 

maintenance and release cadence, and the availability of verifiable 

public information.  
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Solutions Directory
Explore tools for cloud-native operations  
and platform engineering

Product Type Purpose Access Model

2026 PARTNERS

Nutanix Data Services 

for Kubernetes (NDK)
Software

Application-level data services for 

Kubernetes
By request

Nutanix Kubernetes® 

Platform (NKP)
Software

Enterprise Kubernetes for cloud, 

datacenter, and edge
By request

Signadot Software
Cost-efficient ephemeral environments  

in Kubernetes for every pull request
Free tier

Veeam Kasten Software
Protect, recover, and move Kubernetes 

applications across any cloud
Trial period

Apache OpenWhisk Software
Serverless platform for event-driven  

cloud applications
Open source

Argo CD Software
GitOps continuous delivery for 

Kubernetes applications
Open source

Backstage Framework
Developer portals for software discovery 

and self-service workflows
Open source

Cilium Software
eBPF networking, security, and 

observability for Kubernetes
Open source

Cloud Native 

Buildpacks

Framework/ 

Spec

Builds application source into 

reproducible OCI container images
Open source

CloudEvents
Spec/

format

Standardizes event data for 

interoperability across cloud systems
Open source

Cluster API Framework
Declarative lifecycle management for 

Kubernetes clusters
Open source

Crossplane Framework
Cloud-native control planes for self-

service infrastructure
Open source

Dapr Software
APIs and runtime services for distributed 

applications
Open source

Envoy Software
Service proxy for traffic management in 

distributed systems
Open source
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Product Type Purpose Access Model

Firecracker Software
MicroVM virtualization for serverless and 

container workloads
Open source

Fluent Bit Software
Telemetry collection and routing for 

cloud-native environments
Open source

Helm Tool
Package management for Kubernetes 

applications
Open source

Istio Software
Service mesh for traffic, policy, and 

observability
Open source

Jaeger Software
Distributed tracing for cloud-native 

applications
Open source

k0rdent Software
Multi-cluster Kubernetes platform 

management across clouds
Open source

Karmada Software
Multi-cluster Kubernetes orchestration 

across clouds
Open source

Karpenter Software
Compute provisioning and scaling for 

Kubernetes workloads
Open source

KEDA Software
Event-driven autoscaling for Kubernetes 

workloads
Open source

Knative Software
Serverless and event-driven workloads on 

Kubernetes
Open source

kro Framework
Reusable Kubernetes APIs for composed 

resources
Open source

Kyverno Framework
Policy management and enforcement for 

Kubernetes
Open source

LitmusChaos Software
Chaos engineering for cloud-native 

resilience testing
Open source

NATS Software
Cloud-native messaging for distributed 

and event-driven systems
Open source

OpenCost Software
Kubernetes cost monitoring and 

allocation
Open source

OpenTelemetry
Framework/ 

Spec

Telemetry instrumentation and collection 

for cloud-native systems
Open source

Prometheus Software
Metrics monitoring for cloud-native 

systems
Open source

Score
Spec/

format

Portable workload definitions for cloud-

native applications
Open source

Thanos Software
Scalable Prometheus monitoring and 

long-term metrics storage
Open source

Velero Tool
Backup, restore, and migration for 

Kubernetes workloads
Open source
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https://github.com/firecracker-microvm/firecracker
https://github.com/fluent/fluent-bit
https://github.com/helm/helm
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https://github.com/open-telemetry
https://github.com/prometheus/prometheus
https://github.com/score-spec/spec
https://github.com/thanos-io/thanos
https://github.com/velero-io/velero
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